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Abstract.

Misinformation is a growing threat in digital environments, especially in fictional media such as
films and podcasts, where manipulated content is often subtle yet impactful. This research presents
a method based on LLMs and RAG to detect such misinformation. The proposed architecture
integrates Large Language Models (LLM) with Retrieval-Augmented Generation (RAG) techniques
to construct a dynamic ontology based on verified information, which is subsequently employed to
query and authenticate the content of fictional works. This system identifies discrepancies between
the verified knowledge base and the information presented in these works. The tool was evaluated
using textual data, yielding promising results characterized by high precision and recall, thereby
highlighting its potential for detecting misinformation across a variety of fictional media. These
findings suggest a robust solution for enhancing content verification in an ever-evolving digital
landscape.
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1 Introduction

Online disinformation, especially on social media, has emerged as one of the main threats to the
integrity of information. With the rise of digital platforms, fake news spreads more quickly and
reaches a wider audience than factual news, being up to 70% more likely to be retweeted and
reaching people six times faster [1]. In 2019, organised disinformation campaigns were identified in 70
countries, a 150% increase compared to 2017, many of which used fabricated or manipulated content
to influence public opinion [2]. This issue not only affects public perception but also undermines
trust in democratic institutions, fosters social polarisation, and compromises decision-making based
on objective data [3].

Despite efforts to combat disinformation, it remains a complex, evolving issue with significant
societal impact. Even after correction, up to 50% of people continue to be influenced by it [4].
Addressing this challenge requires adaptive methods to keep up with the rapid spread of fake news.

A critical yet overlooked area in disinformation detection is identifying false content in fictional
media, such as films, TV shows, and podcasts. These formats, rich in text, imagery, and audio,
subtly influence public perceptions and can spread falsehoods. Studies show that individuals are
40% more likely to believe false information when presented visually, such as through memes or
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videos [B]. During the 2016 U.S. presidential election, the top 20 fake news stories on Facebook
gained more engagement than the top stories from major media outlets [6]. These findings emphasize
the need for detection tools that analyze not just text, but also visual and auditory content, which
can have a stronger and longer-lasting impact.

Artificial intelligence (AI) plays a key role in combating disinformation, particularly in fictional
media, which audiences may mistakenly interpret as factual [7]. Convolutional Neural Networks
(CNNs) and Long Short-Term Memory (LSTM) networks have proven effective in detecting disin-
formation in both textual and multimedia content [§] [9]. Data mining and Machine Learning (ML)
techniques are essential for identifying patterns in the spread of fake news and must evolve with
emerging disinformation forms.

This study presents an automated tool that uses Large Language Model (LLM) agents and Retrieval-
Augmented Generation (RAG) techniques to detect and classify disinformation in fictional works.
The tool builds a structured knowledge base with verified data, which is used to cross-check texts
and multimedia (videos, audio). This method helps identify discrepancies between verified informa-
tion and content in these media. Addressing disinformation in fictional works is critical, as existing
research mainly focuses on fake news, yet fictional content can subtly and powerfully shape percep-
tions of reality [10].

The paper is organized as follows: Section 2 reviews related work on misinformation detection
and the use of ontologies. Section 3 details the methodology, including the system architecture,
ontology creation, and verification process. Section 4 presents the results of the system’s evaluation,
and Section 5 concludes the paper, highlighting the contributions and potential future research
directions.

2 Related work

Traditional approaches to fake news detection have relied on NLP and machine learning techniques
trained on large annotated corpora. For example, Pérez et al. [I1] used SVMs, while other authors
such as [I2] explored deep learning methods with RNNs and word embeddings to capture contextual
nuances.

More recently, a study by Panchal et al. [I4] adopted a multimodal approach that combines text,
images, and audio, improving the accuracy of detection systems. They integrated CNNs for image
analysis and LSTM networks for audio processing, demonstrating an increase in accuracy compared
to models that analyze only text.

Despite advances, automated detection systems still face challenges, especially with fictional media.
Ontologies offer a valuable solution by structuring knowledge to identify inconsistencies and com-
pare with verified information. Alsmadi et al. [I5] emphasize the role of ontologies in verification,
particularly on social media, while AT technologies, such as synthetic media generation, can enhance
this process but must adhere to ethical principles [16].

Tools like OntoStudio [I7] and Protégé [18] aid in ontology construction, though automation still
requires human validation of relationships. Recent studies, such as Albukhitan et al. [I9] with
Continuous Bag of Words (CBOW) and Skip-Gram models, and Chen et al. [20] using Deep Belief
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Networks (DBNs), explore DL for automated ontology creation, focusing more on relationship
extraction than full ontology construction.

LLMs have also been demonstrated to have the capability to generate knowledge graphs, as seen
in the works of Pan et al. [2I] and the KGfiller system [22]. However, they have yet to achieve
fully autonomous and comprehensive management of the information required for disinformation
verification. The main challenge lies in developing a dynamic and self-sustaining knowledge base
capable of managing and updating information in real time.

This study aims to address these challenges by using LLM agents and RAG techniques for automat-
ing ontology creation and disinformation verification, improving accuracy, autonomy, and efficiency
in detection while enabling seamless queries and updates to a continuously evolving knowledge base.

Although the automatic construction of knowledge structures has been explored to some extent,
most existing research focuses on manually curated ontologies or domain-specific taxonomies. More-
over, the detection of misinformation has traditionally centered on factual news, with fictional narra-
tives remaining largely underexplored. This paper contributes by addressing both gaps: introducing
a method for dynamic ontology generation and applying it in a less commonly studied domain.

3 Methodology

The workflow of the tool (Figure [I) can be broadly divided into three main stages: Information
Fusion (Section , Ontology Creation (Section , and Fictional Works Verification (Section

3-3).

3.1 Architecture for information fusion from different sources and formats

To analyse fictional works in their various forms, it is essential to process different existing formats.
This includes .mp4 files, such as films and documentaries; .mp3 files, such as podcasts and audio-
books; as well as written formats, among others.

To address this need, an architecture has been designed to enable the extraction and normalisation
of information (Figure[l)) from these fictional works. The objective of this architecture is to facilitate
processing by converting all formats into a common standard.

Two types of models were used to address this issue. The first model was responsible for converting
audio into text, specifically Whisper OpenAl (Base) [23]. The second model, obtained from Hug-
gingFace, generated descriptions from images using the Salesforce/instructblip-vicuna-7b model [24],
transforming them into text. Additionally, the SceneDetect library [25] was employed to segment
videos, breaking them down into audio and images. This allowed for the processing of videos using
the two previously mentioned models.

The output format considered, as mentioned earlier, was text-based, as it facilitated the processing
of all information using pre-trained large language models.
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Fig. 1: Overview of the false information detection system for fiction works. The pipeline includes
(1) a text extractor, (2) an ontology creator structuring data in JSON, and (3) a RAG-based
verification module that analyzes fiction works in various formats to detect false information.

3.2 Ontology creation architecture

This section outlines the iterative process through which the ontology is created and updated,
serving as the knowledge base for detecting disinformation in fictional works. Based on the previ-
ously obtained and cleaned text, the system sequentially processes each new sentence, dynamically
incorporating it into the ontology, which is represented in JSON format. Each node in the on-
tology corresponds to a class and is organized into three fundamental sections: Properties, which
store detailed and specific information about the class; Superclasses, which group the higher-level
classes from which the current class is derived; and Subclasses, which contain the specializations or
subcategories derived from the class.

The core of the process is based on the calculation and comparison of vector representations (em-
beddings). For each new sentence, an embedding is generated using paraphrase-MiniLM-L6-v2, a
model based on the Sentence-BERT (SBERT) architecture [26], capturing the semantic meaning of
the fragment. Simultaneously, the existing ontology is enriched with embeddings computed at two
levels: at the class level, where a global embedding integrates all properties of the class, and at the
property level, where a specific embedding is calculated for each attribute. These embeddings are
stored in a vector database enabling efficient queries through cosine similarity calculations.
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In each iteration, the embedding of the new sentence is compared with the existing embeddings in
the ontology. A similarity threshold of 0.75 is applied to determine the next action. If the similarity
between the embedding of the sentence and any of the existing nodes (calculated at either level)
exceeds this threshold, the new information is considered to have a strong semantic relationship
with that node. In this case, the intelligent agent, leveraging GPT-4o [28] with a temperature
setting of 0.5 and top, of 0.9, takes as input the ontology fragment identified as the most similar,
along with the new sentence and its corresponding contextual paragraph. Using these elements,
the model generates an updated fragment in JSON format, integrating the new information while
preserving the defined hierarchical structure.

Conversely, if the similarity falls below the threshold, a new node is created. In this case, in addition
to the new sentence and its context, the agent is provided with a list of the names of existing nodes,
enabling it to assess whether the information corresponds to an already existing class or if a new
class needs to be generated. If the agent generates a node with a name identical to an existing one,
a node fusion mechanism is activated, merging the duplicate information, eliminating redundancies,
and ensuring the consistency of the ontology.

The process operates in a fully incremental manner, generating and storing new embeddings for each
fragment—both at the class and property levels—which serve as references for comparing future
entries. Additionally, cleaning and validation functions are integrated to rectify potential errors
in JSON generation, eliminate redundancies, and ensure the proper maintenance of the hierarchy
between nodes (i.e., coherence in the relationships between Superclasses and Subclasses). This set of
techniques ensures that the ontology evolves dynamically and in a structured manner, facilitating
subsequent queries and semantic analyses.

3.3 Architecture for integrating new works of fiction and verifying consistency with
ontology

The process by which the system integrates new works of fiction and evaluates their consistency with
the ontology, considered the verified knowledge base, is described here. The workflow begins with
converting the work of fiction into plain text using the information fusion module. Once converted
into text, RAG techniques are employed to compare the information with the ontology.

The comparison process is carried out by computing the embeddings using the all-MiniLl M-L6-v2
model, also based on SBERT [26], but more efficient due to its training on over a billion sentence
pairs. This makes it a high-performance, general-purpose model that balances quality with being
five times faster than larger models [27]. Embeddings are calculated at the property level, and
similar fragments are retrieved from the vector database, enriched with related classes.

The number of words per query is limited to provide the LLM model with sufficient contextual
information while preventing overload. The LLM agent, implemented using GPT-40 Mini with a
temperature of 0 [29], is configured for consistent and deterministic responses. A temperature of
0 minimizes output variability, ensuring that the model always generates similar responses for the
same input. This reduces fluctuations, providing stable and comparable metrics. If a discrepancy
is detected, the model generates a report detailing whether the cause is a lack of information or
misinformation in the work of fiction.
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Fig. 2: General workflow of the false information detection tool. The system generates embeddings
from input data and compares them to existing ontology embeddings. Based on a similarity thresh-
old, a LLM either creates a new ontology fragment or updates an existing one. The ontology is then
refined, updated, and stored in ontology. json.

As illustrated in Figure [2] this process enables the efficient integration of new information into the
ontology and facilitates the accurate verification of concordance between the content of the work of
fiction and the knowledge base.

4 Results

To evaluate the performance of the ontology generation and concordance verification modules, the
extracted text from the Wikipedia entry on the Solar System [30] was used as a case study. This
text comprises approximately 7,300 words. Using the creator module (Section, an ontology was
generated, structured as shown in Listing [I} consisting of 246 classes. It is important to highlight
that the content length within each class varies significantly: some classes contain a large amount
of information in their Properties section, while others, especially those referring to more specific
aspects, present more concise information. In this regard, the average number of words per class is
18.66, with a standard deviation of 31.4.

Listing 1: Reduced JSON fragment of the SolarSystem class from the generated ontology
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"SolarSystem": {
"Properties": {
"Description": "The gravitationally bound system of the Sun and the
objects that orbit it.",
n n
} k]

"Superclasses": [
"MilkyWay",
n n

] k]

"Subclasses": [

"Planets",
I|...ll

To assess the system’s ability to verify the concordance between new information and the knowledge
base, the same text used for ontology generation was divided into 80 paragraphs. From each para-
graph, two sentences containing accurate information and two sentences with altered information
(by modifying a concept or numerical value) were extracted, resulting in a total of 320 evaluation
sentences. The verification was conducted using the concordance module, producing the following
confusion matrix and evaluation metrics:

‘Pred. 0 (No) Pred. 1 (Yes)

‘Prec. ‘Recall ‘ F1-Score ‘ Accuracy

VN (158) FP (2)
FN (38) VP (122)

True 0 (No)
True 1 (Yes)

Table 1: Confusion matrix resulting from the
verification of concordance between evalua-
tion sentences and the knowledge base.

Value| 0.98 | 0.76 | 086 | 0.8

Table 2: Evaluation metrics derived from the
confusion matrix, assessing the system’s abil-
ity to verify concordance.

These results indicate that, although the system does not detect all available accurate information,
it is highly precise in avoiding the acceptance of misinformation. The low incidence of false positives
(only 2 cases) confirms its reliability in this regard.

However, the recall rate of 76% highlights some limitations in the system’s ability to identify true
information, as evidenced by the 38 false negatives. This relatively low recall suggests that, while
the system demonstrates high precision in rejecting misinformation (as reflected by the minimal
false positives), it occasionally fails to capture all accurate content. While this work presents a
single case study, the proposed methodology is designed to be domain-independent. Future work
will focus on evaluating its performance across diverse contexts to assess its generalizability. This
may result from missing concepts during ontology generation, creating gaps in the knowledge base.
The verification module also struggles when new information subtly differs from existing content.
These factors contribute to missed true information, pointing to the need for further optimization
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of both the ontology creation and verification processes in order to enhance recall and ensure more
comprehensive detection of accurate content.

To mitigate these issues and improve recall, we propose two main strategies: (1) enriching the
ontology with external verified sources beyond the initial dataset, to broaden its coverage and
reduce omissions; and (2) implementing feedback-based refinement cycles, where undetected true
positives (false negatives) are reintegrated iteratively into the knowledge base, allowing the system
to learn from its mistakes and fill semantic gaps over time.

One key issue is the LLM agent’s tendency to omit details despite explicit prompt instructions. The
ontology creator includes mechanisms to detect and correct such errors, but these can also discard
newly generated classes that do not meet predefined criteria, further contributing to information
loss. Likewise, the verification module, also LLM-based, may struggle to extract the correct semantic
relationships for accurate validation. These limitations can result in incomplete ontologies, which
directly impact the system’s performance by reducing recall and increasing semantic ambiguity.
For instance, the omission of intermediate concepts can hinder the system’s ability to link related
entities during verification, leading to missed detections even when partial evidence exists in the
knowledge base. Improving recall may require refining the ontology creation process and enhancing
the verification module’s ability to capture deeper semantic connections.

5 Conclusions and future work

The system has shown highly promising results, with strong performance in both information in-
tegration and verification. Its efficient ontology update mechanism, regardless of knowledge base
size, marks a significant step forward in managing reliable information. Scalability is supported
through sharding and parallel processing, with embeddings precomputed and indexed to maintain
near-constant update times. For video, content is segmented into scenes and a small subset is ana-
lyzed, focusing on the most informative parts and minimizing data load. The system’s low rate of
false positives further confirms its robustness.

Despite these strengths, several areas require optimization. The unification module could better
integrate data from different modalities, especially in multimedia processing. In video analysis,
integrating audio and visual information simultaneously would allow more precise correlation and
improve detection accuracy. To this end, future evaluations will involve real multimedia inputs,
using Whisper [23] for audio segmentation and PySceneDetect [25] for selecting representative video
frames. These tools will enable the creation of aligned multimodal datasets to assess misinformation
detection beyond textual data. Multimodal analysis also allows the extraction of visual patterns
and audio cues, contributing to a deeper understanding of the message and enhancing detection in
complex scenarios.

While LLMs facilitate semantic structuring, they also present challenges such as hallucinations
and performance variability [31]. We consider integrating more advanced embedding models and
fine-tuning techniques—e.g., with DeepSeek—to improve the fidelity of generated ontologies and
the quality of verification reports. These improvements aim to capture complex elements like irony,
ambiguity, and implicit relationships. Although the system currently focuses on factual mismatches,
interpreting abstract or metaphorical content will require deeper contextual modeling and, poten-
tially, emotion recognition or figurative language analysis.
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